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including	 external	 communication	 with	 the	 media,	
awareness-raising	events,	public	information	and	online	
information	tools.




















providing	an	overview	of	 key	developments	 in	 EDPS	
activities	over	2011.
Further	details	about	the	EDPS	can	be	found	on	our	web-
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1
1.1. General overview of 2011
The	main	activities	of	the	EDPS	in	2011	have	been	
based	on	 the	 same	overall	 strategy	 as	 in	past	
years,	though	they	have	continued	to	grow	both	
in	scale	and	scope.	The	capacity	of	the	EDPS	to	act	








•	 a supervisory role	to	monitor	and	ensure	that	
EU	institutions	and	bodies(3)	comply	with	exist-
ing	 legal	 safeguards	whenever	 they	process	
personal	data;









(3)	 	The	 terms	 ‘institutions’	 and	 ‘bodies’	 of	 Regulation	 (EC)	


















Supervisory	 tasks	 range	 from	advising	and	sup-













DPOs	 (Council,	 European	 Parliament,	 European	
2011 HIGHLIGHTS
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be	 admissible.	 Many	 inadmissible	 complaints	
















ress	made	by	 institutions	 and	bodies	 in	 imple-

















tations on administrative measures	by	EU	insti-
tutions	and	bodies	in	relation	to	the	processing	of	




















doubled	 the	 number	 of	 informal	 consultations	
compared	to	2010.






























Regarding	Information Technology and the	Digi-




























In	public health and consumer affairs,	the	EDPS	













































sions	 and	 borders,	 travel	 and	 law-enforcement	
(BTLE).	In	the	former,	the	EDPS	was	the	rapporteur	
for	the	opinion	on	the	notion	of	‘consent’.
In	 addition	 to	 the	Article	29	Working	Party,	 the	
EDPS	 continued	his	 close	 cooperation	with	 the	
authorities	established	to	exercise	joint supervi-
sion on EU large-scale IT systems.
















the	Customs Information System (CIS),	in	the	con-
text	of	which	the	EDPS	convened	two	meetings	of	
the	CIS	Supervision	Coordination	Group	in	2011.	
The	meetings	 gathered	 the	 representatives	 of	
national	data	protection	authorities,	as	well	as	rep-






these	 inspections	 will	 be	 delivered	 during	 the	
course	of	2012.
Cooperation	 in international fora continued	to	





vacy	 and	 data	 protection	 commissioners	 from	
around	the	world	adopted	a declaration	calling	for	
efficient	cooperation	in	a world	of	‘big	data’.
Some EDPS key figures in 2011
➔ 71 prior-check opinions adopted, 
6 non prior check opinions












➔ 4 on-the-spot inspections carried 
out
➔ 2 guidelines published on	anti-
harassment	procedures	and	evalua-
tion	of	staff













➔ 41 sets of informal comments
➔ 14 new colleagues recruited
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 • Raising awareness
The EDPS	invested	time	and	resources	in	awareness	
raising	exercises	for	EU	institutions	and	bodies	and	




 • Role of prior checking









 • Monitoring and reporting exercises
The	EDPS	launched	his	third	stock	taking	exercise,	

















 • Scope of consultation











EDPS.	 The	 opinions,	 formal	 comments	 and	 the	
inventory	are	published	on	the	EDPS	website.	

















topic	of	 smart	borders,	 the	EDPS	addressed	 the	
issue	in	his	opinion	on	the	Commission	communi-
cation	on	migration.
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supervision	 coordination	 group	 had	 a  f irst	
exchange	of	views	as	part	of	one	of	the	Eurodac	
coordinated	 supervision	 meetings,	 addressing	
implications	of	 the	system	and	 the	approach	 to	
supervision.







nal	meeting	 of	 the	 institution	 in	October	 2011,	
which	allowed	the	members	and	staff	to	reflect	on	
their	tasks,	values	and	objectives.











Syslog	 Formation	 was	 successfully	 introduced,	














2011.	Within	 the	 framework	of	 consultations	on	
administrative	measures,	the	EDPS	examined	a vari-
ety	of	issues.	
Aside	 from	his	 regular	 supervision	activities,	 the	
EDPS	 also	developed	other	 forms	of	monitoring	
compliance	with	 the	Regulation,	 in	 line	with	 the	






































The task of the EDPS in his independent supervisory 
capacity is to monitor the processing of personal 
data carried out by EU institutions or bodies (except 
the Court of Justice acting in its judicial capacity). 
Regulation (EC) No 45/2001 (the Regulation) 
describes and grants a number of duties and powers, 
which enable the EDPS to carry out this task.











































Article  27(2)	 of	 the	 Regulation	 contains	 a  non-
exhaustive	 list	 of	 processing	 operations	 that	 are	
likely	 to	present	 such	 risks.	During	 the	 reporting	





Regulation (EC) No 45/2001 provides that all 
processing operations likely to present specific risks 
to the rights and freedoms of data subjects by virtue 
of their nature, their scope or their purposes are to be 
subject to prior checking by the EDPS (Article 27(1)).
20
from	a DPO	was	not	subject	to	prior	checking	and	





lowing	 receipt	 of	 a  notification	 from	 the	 DPO.	
Should	the	DPO	be	in	doubt	as	to	whether	a pro-
cessing	operation	should	be	submitted	for	prior	















month	of	August	was	not	 included	 in	 the	calculation	of	
deadlines	for	institutions	and	bodies,	nor	for	the	EDPS.
period	of	two	months	is	usually	suspended	until	
the	 EDPS	 has	 obtained	 this	 information.	 This	
period	of	suspension	includes	the	time	given	to	
the	DPO	 for	 comments	 and	 if	 needed,	 further	
information	on	the	final	draft.	In	complex	cases,	
the	EDPS	may	also	extend	the	 initial	period	by	
a  further	 two	months.	 If	 no	decision	has	been	
delivered	at	the	end	of	the	two-month	period	or	




































































where	the	other	 large	EU	 institutions	 (European	





ing	 operations	 at	 the	 Community	 Plant	 Variety	











































































September  2009	 on	 the	processing of health 
data,	leading	to	a joint	opinion	regarding	the	pro-
cessing	operations	of	18	agencies	on	pre-recruit-
ment	 examinations,	 annual	 check-ups	 and	 sick	
leave	absences	in	February	2011.	In	April 2010,	the	
EDPS	issued	guidelines	concerning	the	processing	
of	personal	data	in	administrative inquiries and 
disciplinary proceedings	by	European	 institu-




























the	EDPS	decided	 to	 issue	one	 joint	opinion	on	
11 February	2011	(Case	2010-0071).
2.3.3.	Main	issues	in	prior	checks
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2.3.3.2. Consumer Protection 
Co-operation System (CPCS)











2.3.3.3. Quality Management System and 













The	European	Commission	has	a  central	 role	 in	








subjects	and	“privacy by design” solutions built 
into the system architecture	-	should	also	facili-
tate	 compliance	with	 data	 protection	 rules	 by	




•	 firstly,	 the	broad concept of “health data”	
and	the	impact	of	data	protection	principles	


















2.3.3.4. Access Control System – Joint 









2.3.3.5. Fingerprint recognition study by 














2.3.3.6. Electronic Exchange of Social 
Security Information - European 
Commission
The	EDPS	prior	checked	an	IT	system	for	the	cross-










lish	an	access policy	 relating	 to	 the	processing	
operation	at	stake.
The	EDPS	concluded	that	the	European	Commis-
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such	data	presents	specific	 risks	 to	 the	 rights	and	
freedoms	of	data	subjects,	due	to	some	 inherent 
characteristics of this type of data.	For	example,	








2.3.3.8. “IDEAS-Exclusion of Experts by 
Applicants” project - ERCEA














2.3.3.9. Systems enhancing cooperation 




aim	 to	 enhance	 cooperation	 between	 customs	





toms	 and	 agricultural	 legislation,	 in	 order	 to	
request	 connected	 authorities	 to	 take	 certain	
actions	(e.g.	specific	checks,	discreet	surveillance).	









































security	measures	implemented. In	his	 joint	opinion	of	 17	October	2011	on	 the	
three	systems	(joint	cases	2010-0797,	2010-0798,	
2010-0799),	the	EDPS	asked	OLAF	to	provide	bet-































When	 in	doubt,	 EU	 institutions	and	bodies	 can	
consult	the	EDPS	on	the	need	for	prior	checking	
under	Article	27(3)	of	the	Regulation.	During	2011,	



















tionality	 and	 accuracy	 and	 therefore	 imposed	











In his opinion of 12 November 2009 (Case 2009-0477), regarding the planned verification 
of flexitime clocking operations through data on physical access collected by the Euro-
pean Council, the EDPS confirmed his doubts regarding the proportionality of the 
planned processing operation. He advised that the operation would violate the Regula-
tion at various levels (lawfulness of the processing operation, necessity and proportional-
ity, change in purpose, data quality) if the verification of flexitime clocking operations 
with respect to data on physical access checks, as described in the notification, were to be 
executed outside the framework of an administrative investigation. On 6 July 2011, the 
EDPS received a letter from the Data Protection Officer of the European Council inform-
ing him that, following the above EDPS prior check opinion, the data controller had 
withdrawn the notification and the planned system had not been implemented.


















the	 responsibility	 for	 implementing	 them	 and	




















An EDPS prior check opinion is usually concluded 
by stating that the processing operation does 
not violate the Regulation providing certain	
recommendations	are implemented. 
Recommendations are also issued when a case is 
analysed to decide on the need for prior checking 
and some critical aspects appear to deserve 
corrective measures. Should the controller not 
comply with these recommendations, the EDPS 
may exercise the powers granted to him under 






































taken	 into	account	 in	 the	 framework	of	another	
procedure	 (such	 as	 a  self-initiated	 enquiry,	 or	
a request	to	send	notification	of	a data	processing	
operation,	etc.).
A complaint to the EDPS can only relate to the 





A citizen of a non-EU country complained to the EDPS about the fact that an entry visa 
to the Schengen area was refused to him and to his family apparently on the basis of 
the information provided by the Schengen Information System (SIS). The complainant 
asked the EDPS to provide him access to his own and his family’s personal data in-
cluded in the SIS. However, even if the SIS is established on the basis of EU law, when 
it comes to the data subject’s right of access, the supervision is exercised not by the 
EDPS but at national level by national Data Protection Authorities (DPAs). The com-
plainant was therefore advised, that under the current Schengen Agreement, he can 
request assistance from the national DPA of his choice.
A staff member of an EU institution complained about the refusal of access to some 
data in documents written in the context of a comparative assessment carried out at 
different stages of the contention procedure related to the decision on merit points. He 
requested the EDPS to order the institution to provide access to the relevant documents, 
as they contained his personal data. However, the institution maintained that the docu-
ment in question never existed. The complainant, therefore, considered that the institu-
tion should draft the “missing” documents. The EDPS did not follow the reasoning of 
the complainant. In fact, the allegation that the institution did not correctly conduct an 
administrative procedure by not preparing all relevant documents goes beyond the re-
mit of data protection rules. Therefore, no breach of the data protection rules was estab-
lished in this case.
One of the main duties of the EDPS, as established 
by Regulation (EC) No 45/2001, is to ‘hear and 
investigate complaints’ as well as ‘to conduct 
inquiries either on his or her own initiative or on 
the basis of a complaint’ (Article 46).
The	processing	of	personal	data	which	is	the	sub-
ject	of	a complaint	must	be	carried	out	by	one of 
the	EU institutions or bodies.	Furthermore,	the	









guidance	 to	 staff	when	handling	complaints.	 This	
manual	was	updated	in	September	2011	in	order	to	















•	 the	 importance	of	 the	prejudice	 that	one	or	
more	 data	 subjects	 may	 have	 suffered	 as	
a result	of	the	violation;
•	 the	potential	overall	importance	of	the	case	in	

































petence	 is	 declared	 inadmissible	 and	 the	 com-
plainant	informed	accordingly.	In	such	cases,	if	rel-
evant,	 the	EDPS	 informs	the	complainant	of	any	
other	 competent	 bodies	 (e.g.	 the	 Court,	 the	
Ombudsman,	national	data	protection	authorities,	
etc.)	to	whom	the	complaint	can	be	submitted.	
A staff member sent to the EDPS a large number of documents exchanged with an in-
stitution that employed him and requested the EDPS to examine them all in order to 
verify if the data protection rules were respected. The complainant did not formulate 
any specific allegation of breach of data protection rules nor did he provide the EDPS 
with any indication or suspicion of such a breach. The EDPS took the position that the 
complaint does not concern a real or potential breach of data protection rules and de-












gation	 into	 an	 individual	 case	 submitted	 by	
a complainant.	 In	such	cases	 the	complainant	 is	
informed	about	all	available	means	of	action.
A	complaint	is,	in	principle,	inadmissible if	the	com-









































for	processing	 the	data.	 In	 the	decision,	 the	EDPS	
expresses	his	opinion	on	a possible	breach	of	the	data	
protection	rules	by	the	 institution	concerned.	The	














































The EDPS recognises that some complainants put 
their careers at risk when exposing violations of 
data protection rules and that	confidentiality	
should, therefore, be guaranteed to the 
complainants and informants who request it. On 
the other hand, the EDPS is committed to working 
in a transparent manner	and to publishing at 
least the substance of his decisions. The internal 
procedures of the EDPS reflect this delicate balance.
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At	the	end	of	an	inquiry,	all	documents related to 
the complaint,	including	the	final	decision	remain	
confidential	in	principle.	They	are	not	published	in	





























2004 2005 2006 2007 2008 2009 20112010
Number of complaints received
107
The	 number	 and	 complexity	 of	 complaints	
received	by	the	EDPS	increased	in	2011.	In 2011, 
the EDPS received 107 complaints	(an	increase	of	
14%	compared	to	2010).	Of	these,	81 complaints 
were inadmissible,	 the	 majority	 relating	 to	
processing	at	national	level	as	opposed	to	process-
ing	by	an	EU	institution	or	body.
The	 remaining	26 complaints	 required	more	 in-






2.4.4.2. Nature of complainants
Of	 the	 107  complaints	 received,	 19  complaints	
(18%)	were	submitted	by	members	of	staff	of	EU	
institutions	or	bodies,	including	former	staff	mem-


































































2.4.4.4. Language of complaints
The	majority	of	 complaints	were	 submitted	 in	
English  (57%),	 French  (20%)	 or	 German  (15%).	
Complaints	 in	 other	 languages	 are	 relatively	
rare (8%).
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The EDPS received a complaint relating to the transfer, in the context of the departure of an 
official to another institution, of the number of days of medical absence during the past three 
years. The EDPS confirmed that such a transfer is in fact necessary for the institution to 
which the official arrives to fulfil its obligations under Article 59.4 of the Staff Regulations. 
The EDPS, therefore, concluded in this case that there was no breach of data protection rules.











A complaint was received that some documents containing highly sensitive personal data of 
the complainant and of other persons were available to all staff on the server of an EU body 
for several weeks. Access to these documents was restricted by the data controller only after 
the intervention of the complainant. Following an inquiry into the matter, the EDPS con-
cluded that the unauthorised disclosure of the personal data contained in the relevant docu-
ments constituted a violation of Article 22 the Regulation (EC) No 45/2001. In order to limit 
the risk of such a situation arising again in future, the EDPS recommended that the data 
controller implement a comprehensive system of access rights to different parts of the server.
A complaint was received from a candidate in an EPSO competition relating to the com-
munication of a document containing sensitive personal data from the selection board of 
the competition to a person external to the competition. Following an inquiry the EDPS 
considered that the relevant data controller took reasonable measures to prevent such an 
unauthorised disclosure, in particular ensuring that all the members of the selection board 
sign a declaration informing them explicitly of their confidentiality obligations. The EDPS 
concluded that the disclosure of personal data was illegal and due to an individual action 
of a specific member of the selection board. The EDPS invited the Appointing Authority to 













EDPS	announced	that	“he will continue to conduct 
periodic “surveys” in order to ensure that he has a rep-
resentative view of data protection compliance within 
EU institutions/bodies and to enable him to set appro-








The	 analysis	 and	 the	 report	were	 based	 on	 the	





























































The EDPS is responsible for monitoring and	
ensuring the application of Regulation (EC) 
No 45/2001.	Monitoring is performed by periodic	
general surveys. In addition to this	general 
stock taking exercise, targeted monitoring	
exercises were carried out in cases where, as 
a result of his supervision activities, the EDPS had 
cause for concern about the level of compliance in 
specific institutions or bodies. Some of these were	
correspondence‑based	whilst others took the 
form of a one day	visit	to the body concerned 
with the aim of addressing the compliance 
failings. Finally,	inspections	were carried out in 
certain institutions and bodies to verify 
compliance on specific issues.





































made	 by	 the	 agencies	 visited.	 Bodies	 that	 had	
a  rate	of	Article	25	notifications	 close	 to	0	now	
reach	a level	of	60,	70,	80	and	in	one	case	100	%.	

































Inspections are a crucial tool enabling the EDPS 
to monitor and ensure the application of the 
Regulation. They are based on Articles 41(2), 46(c) 
and 47(2) thereof. 
The extensive powers of the EDPS to access any 
information and personal data necessary for his 
inquiries and to obtain access to any premises where 
the controller or the EU institution or body carries 
out its activity are designed to ensure that the EDPS 
has sufficient tools to perform his function. 
Inspections can be triggered by a complaint or be 


































































The	visit	 aimed	 to	assess	 the	overall	procedure	
with	regard	to	the	collection	and	further	process-
ing	of	digital	evidence	before,	during	and	after	an	

















































personal	 data’. This	 is	 the	 basis	 for	 the	 EDPS	 to	




trative	measures	 envisaged	by	 an	 institution	or	
body,	a variety	of	 issues	were	examined	in	2011,	
some	of	which	are	reported	below.

































2.6.1.2. Role of an agency in a research 















Regulation (EC) No 45/2001 provides for the right 
of the EDPS to be informed about administrative 
measures which relate to the processing of personal 
data (Article 28(1)). The EDPS may issue an opinion, 
either following a request	from the institution 




a  steering	 committee,	 the	 EDPS	 considered	
that,	 in	 this	 case,	 the notion of controller 










2.6.1.3. CCTV operated on the premises 
of another institution
The	Trans-European	Transport	Network	Executive	









on	 the	 concepts	 of	 ‘controller’	 and	 ‘processor’,	








Based	 on	 the	 facts,	 the	 role	 of	 the	 Commission	
appeared	to	be	more	than	a mere	processor	and	its	
role	was	better	described	as	 that	of	a controller.	
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2.6.1.4. Processing of data in 
employee emails
The	Court	of	Justice	of	the	European	Union	(CJEU)	































Such	 rules	 governing	 the	 use	 of	 emails	 should	
define	in	particular:	
•	 the	purpose(s) of the processing	of	personal	
data	involved	in	the	use	of	emails.	The	purpose	
















•	 the	access rights	 established	 for	 IT	 staff	 to	









the	 workplace	 published	 by	 the	 Article	 29	
Working	Party(7).
2.6.1.5. Using statistical data in a database 
for staff evaluation purposes
The	European	Railway	Agency	(ERA)	consulted	the	
EDPS	on	its	intention	to	use	statistical data on the 
number of financial operations validated in the 
ABAC System	(“Accrual	Based	ACcounting”)	for	the	





















purpose	 of	 evaluating	 certain	 financial	 agents	
would	need	to	be	explicitly	allowed.
The	 EDPS	 also	 requested	 that	 a notification	 for	
(true)	 prior	 checking	be	 submitted	 in	 due	 time	
before	the	introduction	of	this	new	procedure.




























The experience gathered in the application of the 
Data Protection Regulation has enabled EDPS 
staff to translate their expertise into generic 
guidance for institutions and bodies. In 2011, this 
guidance took the form of training for new DPOs 
or for controllers or thematic guidelines in the 
field of staff evaluation and processing of personal 
data in anti-harassment procedures. The EDPS 
is currently working on guidelines for absences 
and leaves, procurement and selection of experts, 
e-monitoring and data transfers.
Statistics	may	include	personal	data.




























































institutions	 and	bodies	 lagging	behind	 in	 their	
efforts	to	ensure	compliance	with	the	guidelines.	
Furthermore,	 it	 clarifies	 certain	 aspects	 of	 the	
guidelines,	where	questions	were	raised	by	bodies	

























ment	of	 staff”.	 This	 theme	was	 chosen	because	
a prior	checking	follow	up	was	pending	and	EDPS	
had	 already	 issued	 thematic	 guidelines	 on	 the	
topic.	 The	 training	 session	was	 attended	by	HR	
staff,	 the	DPO,	 the	Director	and	the	Head	of	 the	
administration.













































3.1. Introduction: overview 








































The ongoing work on the new data protection 
legislation framed 2011: on 14 January, the EDPS 
published his opinion on the Commission 
Communication on the comprehensive approach to 
personal data protection in the European Union; in 
December, he provided informal comments on draft 
proposals to DG Justice, which is responsible for the 
new legal framework. On both occasions, the EDPS 
provided substantive input into the legislative 
procedure. He will continue to do so in 2012.
Necessity is a key concept in data protection. It is 
a  strict rather than simply “useful” standard: 
A measure can only be considered necessary if the 
results could not have been achieved with less 
intrusive means. Especially when evaluating 
existing measures, this standard must be applied 
with utmost rigour. This standard of proof is 
enshrined in European law and has been applied 
extensively by the Court of Justice of the European 
Union in Luxembourg as well as by the European 
Court for Human Rights in Strasbourg, usually 
closely linked to the standard of proportionality.






opinion on EU-funded research activities,	pro-
viding	advice	to	European	research	and	develop-
ment	activities.	This	opinion	put	the	policy	paper	















































on	 restrictive	measures,	 as	 the	 data	 protection	
































The formal opinions of the EDPS - based on Article 
28(2) or 41 of Regulation (EC) No 45/2001 - are the 
main instruments of consultation policy and 
contain a  full analysis of all the data protection 




























The	 2011	 Inventory	 defined	 four	main	 areas	 of	
attention:








































2004 2005 2006 2007 2008 2009 2010 2011
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3.4. Area of Freedom, 















meet the requirements imposed by the funda-
mental rights to privacy and data protection	for	
the	following	reasons:
•	 the	necessity	for	data	retention	provided	for	in	








































•	 the inclusion of police and justice coopera-
tion in the legal framework is	a conditio sine 
qua non for	effective	data	protection	 in	 the	
future;













































ing	 of	 Passenger	 Name	 Records	 (PNR)	 by	 law	
enforcement	 authorities	 raised	 data	 protection	
issues	from	a European	perspective.
On	25	March	2011,	 the	EDPS	adopted	an	opinion	
which	 analysed	 the	 new	 Commission	 proposal	
obliging	airline	carriers	to	provide	EU	Member	States	
with	 the	personal	data	of	passengers	 (Passenger	
The EDPS stressed that the massive invasion of 
privacy posed by the Data Retention Directive needed 
profound justification. The EDPS, therefore, called on 
the European Commission to use the evaluation 
exercise to	prove the necessity	of the Directive. 
Concrete facts and figures should make it possible to 
assess whether the results presented in the evaluation 































only	 if	 the	 scheme	 respects	 the	 fundamental	
requirements	 of	 necessity	 and	 proportionality	
under	Articles	7	and	8	of	the	Charter	of	Fundamen-
tal	Rights	and	Article	16	TFEU.
The	 EDPS	 recommendations	 included	 the	
following:





mation	must	rely	on	a clear demonstration of the 
relationship between use and result	 (necessity	
principle).	This	is	an	essential	prerequisite	for	any	
development	of	a PNR	scheme.	In	the	view	of	the	










•	 data retention:	 no	 data	 should	 be	 kept	
beyond	30	days	in	an	identifiable	form,	except	
in	cases	requiring	further	investigation;	









•	 evaluation of EU PNR system:	the	assessment	
of	the	implementation	of	the	system	should	be	






























•	 the	amount of data to be transferred	to	the	
Department	 of	Homeland	 Security	 (DHS):	 it	
should	be	narrowed	and	exclude	sensitive	data;
•	 the	exceptions to the “push” method:	 US	
authorities	should	not	directly	access	the	data	
(“pull”	method);
•	 the	limits to data subjects’ exercising their 
rights:	every	citizen	should	have	the	right	to	
effective	judicial	redress;













































tection principles and any necessary restric-
tions to them should be comprehensively and 
clearly laid down.
The	 Commission	 proposals	 envisaged	 fighting	
human	rights	abuses	by	imposing	restrictive	meas-













sation	-	and	to	develop	a consistent framework for 
restrictive measures,	ensuring	respect	of	funda-













which	 establishes	 that	 the	 standard	 of	 proof	
needed	to	interfere	with	the	right	to	privacy	and	




EDPS	urged	that	any use of biometrics should be 
accompanied by strict safeguards and comple-
mented by a  fall-back procedure	 for	 persons	
whose	biometric	characteristics	may	not	be	reada-
ble.	 Additionally,	 he	 specifically	 called on the 
Commission not to reintroduce the proposal to 
grant law-enforcement access to Eurodac (a	























the	EDPS	suggested	 that	 information	about	 the	
protected	person	to the person causing the risk 
should be limited	to	those	personal	data	which	
are	 strictly	 necessary	 for	 the	 execution	 of	 the	
measure.
Use	of	biometrics	should	be	accompanied	by	strict	safeguards.
Chapter 3  annual report 2011
53
























mental right to privacy and data protection	of 
users,	 in	particular	 in	 terms	of	 confidentiality	of	
communications.	He	has	called	on	the	Commission	
to	initiate	a debate	involving	all	the	relevant	stake-
holders	with	a view	to	clarifying how the data	pro-





•	 determining	 inspection	 practices	 that	 are	
legitimate,	such	as	those	needed	for	security	
purposes;









based	 on	 his	 policy	 paper	 “The	 EDPS	 and	 EU	




of	 the	 Commission	 Framework	 Programme	 for	
Research	and	Technological	Development.	



























that	 implementing	 “privacy	by	design”	as	a  key	
principle	in	research,	represents	an	effective	means	
to	ensure	“privacy	compliant”	solutions.






















attention	 to	 two	 key	 challenges:	 the need to 
ensure consistency while respecting diversity 




areas	but	 insisted	 that	 this	 flexibility	 should	be	
accompanied	by	legal	certainty.	Against	this	back-
ground,	the	EDPS	recommended	that	the	function-





































necessity	 and	proportionality	 of	 this	power	
should	be	clearly	justified	and	a judicial	warrant	
and	additional	safeguards	required;
•	 the	scope of the powers	to	request	“existing	
telephone	and	existing	data	 traffic	 records”.	
The	proposal	should	unambiguously	specify	















































drafted	 from	 the	perspective	 that	 irresponsible	
behaviour	 by	 some	market	 players	 was	 at	 the	
source	of	the	financial	crisis.	The	proposal,	there-
fore,	 introduces	 prudential	 and	 supervisory	
requirements	for	lenders	and	obligations	and	rights	
for	borrowers	 in	order	 to	establish	a  clear	 legal	
framework	that	should	safeguard	the	EU	mortgage	





clarify	the	applicability of the data protection 












powers	granted	 to	 the	European	Securities	 and	
Markets	Authority	(ESMA)	under	the	proposed	Reg-
ulation,	namely	the	power	to	“require records of 
telephone and data traffic”.	
The	EDPS	considered	that	these	requirements	were	
not	 fulfilled	 in	 the	 proposed	 Regulation	 as	 the	
power	under	consideration	was	too broadly for-
mulated.	In	particular,	the	personal and material 






























The opinion highlights that investigatory powers 
directly relating to traffic data, given their potential 
intrusiveness, have to comply with the requirements 
of	necessity and proportionality. It is, therefore, 
essential that they are clearly formulated in their 
personal and material scope, as well as the 
circumstances and conditions in which they can be 
used. Adequate safeguards should also be provided 
against the risk of abuse.
























tions	to	the	text	in	order	to	ensure that exchanges 
of such data comply with the relevant applicable 




European	 Commission	 Vice-president	 Sim	
Kallas  concerning	 three  proposals	 on	 common	
basic	standards	on	civil	aviation	security	as	regards	
the	use	of	 security	 scanners	at	 EU	airports.	 The	
draft	measures were	adopted	by	the	Commission	
using	the	“comitology”	procedure.







data protection legislation is applicable.
The	EDPS	also	regretted that body scanners pro-
















property	 rights	on	 the	 internet.	The	EDPS	high-
lighted	that	the	enforcement	of	intellectual	prop-








The	 EDPS	 stressed	 the	 importance	 of striking 
a balance between the fundamental right to 








view.	 In	 particular,	data protection should be 
taken into account in the evaluation of the 
implementation of the current Directive,	its	fol-






































































fication.	 The	 EDPS	 recommended	 among	other	
things:





the	 Regulation	 (the	 telephone	 number	 and	
email	address	of	the	defendant)	 if	the	actual	
need	is	not	proven;
















































conducted	 by	 the	 European	 Anti-fraud	 Office	
(OLAF).	The	aim	of	the	proposal	is	to	increase	the	
efficiency,	 effectiveness	 and	 accountability	 of	
OLAF,	 while	 safeguarding	 its	 investigative	
independence.	
The	 EDPS	 supported	 the	objectives	 of	 the	pro-
posed	amendments	and	welcomed	the	proposal.	
Despite	the	overall	positive	impression,	the	EDPS	






•	 clearly	mention	the	right to information	of	
the	different	categories	of	data	subjects	(sus-
pects,	witnesses	etc.),	as	well	as	the	right of 
access and rectification	 in	 relation	 to	 all	
































To	 better	 comply	with	 data	 protection	 rules,	 it	










































questions related to physical and sexual 
offences	and	about	the	possibility of identifying 
alleged victims and aggressors .	 He	 made	
a number	of	recommendations	to	reduce	the	risk	of	
unnecessary	direct	or	 indirect	 identification,	 to	
ensure	that	the	categories	of	personal	data	to	be	
collected	 and	 processed	 are	 relevant	 and	 not	


















allows	 the	 constant	monitoring	of	 their	wherea-
bouts	 as	well	 as	 remote	 surveillance	 by	 control	









remotely monitor in real time the actions or 
whereabouts of their employees	should	be	
excluded;



























Policy	 after	 2013.	 The	 EDPS	observed	 that	many	
aspects	central	to	data	protection	were	not	included	

















•	 maximum retention periods	 should	be	 laid	
down,	as	for	some	cases	in	the	proposals,	only	
minimum	retention	periods	are	mentioned;
•	 the	rights of data subjects	should	be	speci-
fied,	especially	as	regards	the	right	of	informa-
tion	to	beneficiaries	and	to	third	parties;




Security measures	 should	 also	 be	 envisaged,	
especially	with	regard	to	computerised	databases	
and	systems.	In	addition,	data relating to offences 















































Case	 (see	below	3.11.1).	 Therefore,	 on	24	March	
2011,	the	EDPS	published	a background	paper	on	
public	access	to	documents	containing	personal	































































European Parliament	 (Case	T-82/09),	 the	General	
















independence	 of	 the	 Austrian	 data	 protection	












































eral	 monitoring	 obligation	 which	 is	 forbidden	







3.12. Future technological 
developments
In	 the	 so-called	 Information	 Society	 or	 Digital	
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into	 it.	 However	 it	 brings	 new	 challenges	 from	
a data	protection	point	of	view,	such	as,	among	oth-
























•	Increased processing on smart mobile devices. 
The	possibilities	that	smart	mobile	devices	offer	are	




















the	 GSM/EDGE	 and	 UMTS/HSPA	 network	 technologies,	
increasing	the	capacity	and	speed	using	new	modulation	






















Security	 issues	that	might	arise	 in	 the	transition	
from	 IPv4	 to	 IPv6,	 should	 also	 be	 taken	 into	
consideration.
•	New Human to Machine Interfaces	will	become	
available.	Current	tablets	and	smart	phones	have	
made	 communication	 between	 humans	 and	
machines	 easier.	 Soon	 these	 interfaces	 will	 be	
incorporated	in	other	devices	such	as	security	sys-
tems,	cars,	televisions	and	gaming	systems.	Touch-







terns.	 An	 application	 for	 e-health	 services	 that	
remotely	monitors	 patients	 so	 they	 can	 stay	 at	
home	instead	of	in	a hospital	benefits	the	individ-



















































Special	 attention	 should	be	paid	 to	 the	various	
























3.13. Priorities for 2012
There	are	 several	notable	 trends	 in	 recent	years	
which	 merit	 attention	 from	 a  data	 protection	
perspective:















tection	 requirements	 during	 the	 legislative	







location	 technologies.	 Such	 developments	
In January 2012, the EDPS will publish his sixth 
public inventory as an advisor on proposals for EU 
legislation, setting his priorities in the field of 
consultation for the year ahead. The EDPS faces the 
challenge of fulfilling his increasing role in the 
legislative procedure, by delivering high-quality 
and well-appreciated advice with increasingly 
limited resources.









In	 light	of	 this,	 the	EDPS	has	 identified	 issues	of	








































4.1. Article 29 Working Party
Its	tasks	are	laid	down	in	Article 30	of	the	Directive	
and	can	be	summarised,	as	follows:










































•	 Opinion	9/2011	on	 the	 revised	 Industry	Pro-
posal	for	a Privacy	and	Data	Protection	Impact	
Assessment	 Framework	 for	 RFID	 Applica-
tions (WP	180);
COOPERATION
The Article 29 Working Party is the independent 
advisory body set up under Article 29 of the Data 
Protection Directive (95/46/EC). It provides the 
European Commission with independent advice 
on data protection issues and contributes to the 
development of harmonised policies for data 
protection in EU Member States.(17)








•	 Opinion	15/2011 on	the	definition	of consent 
(WP	187);
•	 Opinion	 16/2011	 on	 EASA/IAB	 Best	 Practice	






work	 on	 Online	 Behavioural	 Advertising	 (OBA)	
developed	by	the	industry.	
The	EDPS	actively	contributed	to	the	work	of	the	

























4.2. Coordinated supervision 
of Eurodac
Technological	challenges	were	one	of	the	main	strategic	themes	of	the	Articles	29	Working	Party	in	2011.
Effective supervision of Eurodac relies on close 
cooperation between the national data protection 
authorities and the EDPS.
70
Eurodac	is	a large-scale	IT	system	devoted	to	stor-
ing	 fingerprints	 of	 asylum	 seekers	 and	persons	
apprehended	irregularly	crossing	the	external	bor-
ders	of	the	EU	and	several	associated	countries.(18)
In	 2011,	 the	 Eurodac	 Supervision	 Coordination	
Group,	composed	of	representatives	of	the	national	
data	protection	authorities	and	the	EDPS,	based	its	









of	 the	 year	 was	 the	 coordinated	 inspection	 on	
advance	deletion.	Advance	deletion	refers	to	the	
deletion	of	data	in	the	central	unit	before	the	end	of	





































the	 current	 procedures	 applied	 in	 all	Member	
States	when	 this	 situation	occurs	 and	whether	
there	is	a need	for	new	solutions.	Similar	to	the	
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4.3. Supervision of the 
Customs Information System 
(CIS)
The	aim	of	the	Customs	Information	System	(CIS)	is	
to	create	an	alert system	within	the	fight against 
fraud	framework	so	as	to	enable	any	Member	State	















































tions	 on	 access	 to	 the	 system	 and	 data	 subject	
rights,	which	will	be	carried	out	in	2012.
4.4. Police and judicial 
cooperation: cooperation 
with JSB/JSAs and WPPJ




















The CIS Supervision Coordination Group is set up 
as a platform in which the data protection 
authorities, responsible for the supervision of CIS in 
accordance with Regulation (EC) No 766/2008(19) 
- i.e. EDPS and national data protection authorities 
- cooperate in line with their responsibilities in 







Interpol	Gateway),	 establishment	 of	 a  common	
















tion	 Commissioners	 took	 place	 in	 Brussels	 on	
5  April	 2011.	 The	 format	 for	 the	meeting	 was	
exceptional:	 the	conference	was	hosted	by	 the	
EDPS,	 in	 close	 cooperation	with	 the	Article	 29	
Working	Party	which	also	met	on	the	morning	of	
the	same	day.	
The	 conference	 included	 sessions	 dedicated	 to	
a variety	of	issues,	including:	
•	 overview	of	legal	developments:	Lisbon	Treaty,	





Data Protection Authorities from Member States of 
the European Union and of the Council of Europe 
meet annually for a spring conference to discuss 
matters of common interest and to exchange 
information and experience on different topics.
Use	of	DNA	profiles	by	law	enforcement	authorities	was	on	the	agenda	of	WPPJ.













































Data Protection Authorities and Privacy 
Commissioners from Europe and other parts of 
the world, including Canada, Latin-America, 
Australia, New Zealand, Hong Kong, Japan and 
other jurisdictions in the Asia-Pacific region, have 








and	of	data	protection	 in	general.	This	 is	all	 the	
more	important	as	awareness	of	the	EDPS	role	and	
mission	 at	 EU  level	 needs	 to	 be	 raised	 further,	






















specific	 features	 that	are	 relevant	 in	view	of	 the	
age,	size	and	remit	of	the	institution	and	the	needs	
of	its	stakeholders.	It	tailors	the	tools	available	to	











holders	 and	 ‘data	 protection	 colleagues’.	 As	
a result,	EDPS	communication	policy	does	not	need	







tools	 (website,	 newsletter,	 awareness-raising	
events),	 regularly	 liaising	with	 interested	parties	
(study	visits	to	the	EDPS	office,	for	 instance)	and	
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obscure	for	non-experts	and	the	language	in	which	
the	 EDPS	 communicates	 is,	 therefore,	 adapted	

































EU	 system	 on	 Passenger	 Name	 Record,	 the	 EU	







database	 of	 press	 releases	 (RAPID)	 in	 English,	
French	and	German.	Press	releases	are	distributed	
to	a regularly	updated	network	of	journalists	and	
interested	parties.	 The	 information	provided	 in	
press	releases	usually	results	in	significant	media	
coverage	by	both	the	general	and	specialised	press.	
































The	 press	 conference	 provided	 Peter	 Hustinx,	
EDPS,	and	Giovanni	Buttarelli,	Assistant	Supervi-






enquiries	 that	 included	 requests	 for	EDPS	com-
ments	and	 requests	 for	clarification,	position	or	
information.	 Media	 attention	 in	 2011	 focused	
mainly	on	the	issue	of	online	privacy,	in	particular	
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5.4. Requests for information 
and advice
There	was	an	 increase	of	39%	 in	 the	number	of	
enquiries	 for	 information	or	assistance	 received	
from	citizens	between	2010	and	2011	(196 requests	
compared	 to	 141	 in	 2010).	 This	 evolution	 is	 the	
result	of	the	more	prominent	profile	of	the	EDPS	





















data,	 the	 right	 of	 access	 to	documents	 held	by	
national	administrations,	the	dissemination	of	per-
sonal	data	to	third	parties	without	the	consent	of	




the	complainant	 specifying	 the	mandate	of	 the	











related	 to	 data	 protection	 issues	within	 the	 EU	
administration,	such	as	processing	activities	by	EU	
institutions,	bodies	and	agencies.
Main topics for requests from the press in 2011
In percentage
(*) Including new online applications, search engines and social networks.











EDPS' role and mission
Data security
Data retention
EU Data Protection framework




included	 enquiries	 about	 EDPS	 activities,	 role	
and missions,	EU data	protection	legislation,	online	
privacy,	international	transfer	of	data,	large-scale	IT	
systems	 such	 as	 VIS,	 SIS	 and	 Eurodac,	 and	 the	
review	of	the	EU framework	for	data	protection.












Review of EU data protection framework
Large-scale IT systems (SIS, VIS, Eurodac)
International transfer of data
Online privacy
EU data protection law
EDPS's missions and activities 
Data protection issues in EU administration
National data protection law




world,	 the	 EDPS	 regularly	 welcomes	 visits	 from	
groups	specialised	in	the	field	of	European	law,	data	
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5.6. Online information tools
5.6.1.	Website
The	website	 remains	 the	 EDPS’	most	 important	
communication	channel	and	information	tool.	It	is	




































unique	 visitors,	 including	more	 than	 6	 000	 per	
month	in	January,	May	and	June.	



























European	 Parliament,	 staff	 members	 from	 the	









the	main	priorities	 for	 the	 following	year.	 It	also	










cialists,	 interest	 groups	 and	 non-governmental	

































































































direct	 impact	on	 the	 activities	 and	 tasks	of	 the	


















launched	 during	 the	 year	 and	 a	 “Strategic	
Review” Task Force was	set	up	and	comprised	rep-
resentatives	 from	 all  teams	 and	 chaired	 by	 the	
Director	of	 the	 EDPS. An	 internal	 conference  in	
October	2011,	was	an	opportunity	for the	various	
EDPS	teams	to	reflect	on	their	respective	tasks,	val-
ues	 and	objectives	 and	 to	 identify	 those	of	 the	
EDPS	for	the	years	to	come. This	will	be	followed	up	
in	2012	with an	external	consultation	of	stakehold-





















The	 allocated	budget	 for	 the	 EDPS	 in	 2011	was	
EUR  7	 564  137.	 This	 represented	 an	 increase	 of	
6.47%	on	the	previous	year,	but	taking	into	account	
the	overall	development	of	the	institution	and	its	








then	 be	 published	 in	 the	Official Journal of the 
ADMINISTRATION, 
BUDGET AND STAFF
















a)		a	 new	 internal	 financial	 verification	 system,	
including	 check-lists	 for	 all	 levels	 of	 financial	
transactions,	was	introduced	into	the	financial	
workflow;	




















































officials	 from	other	 institutions,	 in	 compliance	















In	addition	 to	officials,	 the	EDPS	 recruited	 three	
contract	agents	and	welcomed	the	former	DPO	of	
the	 Council	 on	 secondment	 to	 the	 EDPS,	 thus	
strengthening	 the	Supervision	Unit.	 In	order	 to	
cover	temporary	needs	in	2011,	two	interim	staff	
members	and	one	external	contractor	for	the	main-






























EDPS - Staff evolution by category
AD AST CA OTHER









bility	 among	 younger	 EU	 citizens,	 particularly	
among	those	university	students	and	young	gradu-















































The	major	 recruitment	endeavour	 that	 followed	
after	 the	 publication	 of	 the	 EPSO	 competition	
reserve	 lists	 resulted	 in	 a	 substantial	 growth	of	
these	sectors.	For	this	reason,	in	June	2011,	the	3	



















































































in	 private	matters	 (rental	 contracts,	 taxes,	 real	
estate,	etc.)	and	by	giving	them	the	opportunity	to	
participate	in	various	social	and	networking	activi-























manages	 the	 risk	 of	 failure	 to	 achieve	business	
objectives.	In	2011,	considerable	efforts	were	put	














Authorising	Officer	 by	 delegation.	Overall,	 the	
EDPS	considers	that	the	internal	control	systems	in	
place	provide	reasonable	assurance	of	the	legality	
and	 regularity	 of	 operations	 for	 which	 he	 is	
responsible.






















































ment	 System	of	 the	 EPDS	which	will	 be	 tailor-
made	 for	 the	 EDPS	 and	 implemented	 in	 2012,	
with particular	attention	paid	to	the	security	mea-


































in	which	 the	EDPS	 is	 located	and	 the	 imminent	
expiry	 of	 the	 rental	 contract	 of	 the	 building	 in	
which	 the	 EDPS	 is	 hosted	 (Montoyer	 63),	 the	
88
European	Parliament	set	up	a	Building	Committee,	
in	which	 the	EDPS	participated,	 to	 select	a	new	
building	to	house	the	offices	of	the	EDPS.







matters,	 etc.)	 in	 the	 course	of	 2012,	 so	 that	 the	
move	is	successful	and	disruption	to	the	work	of	
the	Institution	is	reduced	as	much	as	possible.”	














ment	 for	 two-years	was	 signed	by	 the	Secretar-
ies-General	of	the	Commission	and	the	Parliament	





(Personnel	 and	Administration,	 Budget,	 Internal	
Audit	Service,	Education	and	Culture),	the	Paymas-
















Commission CDT Council Parliament Other





of	 service	 level	 agreements,	which	are	 regularly	
updated.	The	EDPS	also	continued	to	participate	in	
the	inter-institutional	calls	for	tenders,	thus	increas-




Collège des Chefs d’administration,	Comité de Ges-
tion Assurances maladies,	Comité de Préparation 
pour les Questions Statutaires,	Comité du Statut,	the 
Interinstitutional	Working	Party/EAS,	EPSO	man-
agement	board,	EPSO	working	group,	Commission 








































	 	The	 annual	 Management	 Plan	 outlines	 the	





out	 to	ensure	 that	 the	EDPS	meets	his	 legal	




7EDPS DATA PROTECTION OFFICER





























dures	 in	place	at	 the	EDPS	 following	 its	 internal	
reorganisation,	notably	in	Human	Resources	proce-
dures.	Eight	new	notifications	were	required,	mainly	





















implemented	 at	 95%,	 was	 positively	 acknowl-
edged.	The	EDPS	underlined	that	all	notifications	
under	Article	27	have	been	completed.
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Raising	 awareness	 also	 took	 the	 form	of	 a DPO	





























ing	 notifications	 will	 also	 be	 made	 accessible	
according	to	a common	subject	taxonomy.














 • General stock taking exercises
In	2011,	the	EDPS	launched	a general	stock	taking	












support	 for	 the	 DPO	 function	 in	 line	 with	 the	
accountability	principle.	In	addition,	the	EDPS	will	
launch	a survey	specifically	for	the	Commission	in	



















to	 the	 introduction	 of	 lighter,	 more	 targeted	








Thematic	 inspections	will	 be	 launched	 in	 areas	
where	the	EDPS	has	provided	guidance	and	wishes	
to	check	against	reality	(e.g.	CCTV).




















 • Technological developments and the Digital 
Agenda, IP rights and Internet
Technological	developments,	especially	those	con-
nected	to	the	Internet	and	the	associated	policy	
responses	will	 be	 another	 area	of	 focus	 for	 the	





and	 eHealth.	 The	 EDPS	will	 also	 strengthen	his	
technological	expertise	and	engage	in	research	on	
privacy-enhancing	technologies.









 • Financial sector reform
The	EDPS	will	continue	to	follow	and	scrutinise	new	
proposals	 for	 the	 regulation	and	 supervision	of	
financial	markets	and	actors,	insofar	as	they	affect	
the	right	to	privacy	and	data	protection.











 • Coordinated supervision







to	 gradually	 establish	 supervision	 in	 this	 area.	
When	SIS	II	 is	 launched,	 it	will	also	be	subject	to	
coordinated	supervision;	it	is	scheduled	to	go	live	
94






















shop	aimed	at	 raising	awareness	 and	 spreading	
good	practices.
8.4. Other fields










website	 and	 facilitate	 search	 and	 navigation	
through	the	available	information.
 • Internal organisation
The	EDPS	strategic	 review	will	continue	through	
2012,	with	an	external	consultation	of	stakeholders	
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Annex A — Legal framework































































































































The	 tasks	 and	 powers	 of	 the	 EDPS	 are	 clearly	
described	in	Articles	41,	46	and	47	of	the	Regulation	
(see	Annex	B)	both	in	general	and	in	specific	terms.	






















Some	 tasks	 are	 of	 a  special	 nature.	 The	 task	 of	
advising	 the	Commission	and	other	 institutions	
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(f)		impose	 a  temporary	 or	 definitive	 ban	 on	
processing;
(g)		refer	the	matter	to	the	Community	institution	
or	body	 concerned	 and,	 if	 necessary,	 to	 the	







2.  The European Data 








on	 its	 activities	 when	 there	 are	 reasonable	
grounds	for	presuming	that	an	activity	covered	
by	this	regulation	is	being	carried	out	there.
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Annex D — List of Data Protection Officers
•	 ORGANISATION •	 NAME •	 E-MAIL
European Parliament (EP) Jonathan	STEELE	 Data-Protection@europarl.
europa.eu




European Commission (EC) Philippe	RENAUDIÈRE	 Data-Protection-officer@
ec.europa.eu




European Court of Auditors 
(ECA)
Johan	VAN	DAMME Data-Protection@eca.europa.eu
European Economic and Social 
Committee (EESC)
Maria	ARSENE Data.Protection@eesc.europa.eu
Committee of the Regions (CoR) Rastislav	SPÁC Data.Protection@cor.europa.eu
European Investment Bank (EIB) Jean-Philippe	MINNAERT Dataprotectionofficer@eib.org
European External Action 
Service (EEAS)
Ingrid	HVASS Ingrid.HVASS@eeas.europa.eu
European Ombudsman Loïc	JULIEN DPO-euro-ombudsman@
ombudsman.europa.eu
European Data Protection 
Supervisor (EDPS)
Sylvie	PICARD Sylvie.picard@edps.europa.eu
European Central Bank (ECB) Frederik	MALFRÈRE DPO@ecb.int
European Anti-Fraud Office 
(OLAF)
Laraine	LAUDATI Laraine.Laudati@ec.europa.eu
Translation Centre for the 
Bodies of the European Union 
(CdT)
Edina	TELESSY Data-Protection@cdt.europa.eu






European Union Fundamental 
Rights Agency (FRA)
Nikolaos	FIKATAS Nikolaos.Fikatas@fra.europa.eu
European Medicines Agency 
(EMEA)
Alessandro	SPINA Data.Protection@emea.europa.eu
Community Plant Variety Office 
(CPVO)
Véronique	DOREAU Doreau@cpvo.europa.eu
European Training Foundation 
(ETF)
Tiziana	CICCARONE Tiziana.Ciccarone@etf.europa.eu
European Network and Informa-
tion Security Agency (ENISA)
Ulrike	LECHNER Dataprotection@enisa.europa.eu
European Foundation for the 




European Monitoring Centre for 






•	 ORGANISATION •	 NAME •	 E-MAIL








European Centre for the Devel-




Education, Audiovisual and 




European Agency for Safety and 
Health at Work (OSHA)
Eusebio	RIAL	GONZALES rial@osha.europa.eu
Community Fisheries Control 
Agency (CFCA)
Rieke	ARNDT cfca-dpo@cfca.europa.eu
European Union Satellite Center 
(EUSC)
Jean-Baptiste	TAUPIN j.taupin@eusc.europa.eu




European GNSS Supervisory 
Authority (GSA)
Triinu	VOLMER Triinu.Volmer@gsa.europa.eu
European Railway Agency (ERA) Zografia	PYLORIDOU Dataprotectionofficer@era.
europa.eu
Executive Agency for Health 
and Consumers (EAHC)
Beata	HARTWIG Beata.Hartwig@ec.europa.eu
European Centre for Disease 
Prevention and Control (ECDC)
Rebecca	TROTT Rebecca.trott@ecdc.europa.eu
European Environment Agency 
(EEA)
Olivier	CORNU Olivier.Cornu@eea.europa.eu
European Investment Fund (EIF) Jobst	NEUSS J.Neuss@eif.org
European Agency for the 
Management of Operational 




European Aviation Safety 
Agency (EASA)
Francesca	PAVESI Francesca.Pavesi@easa.europa.eu
Executive Agency for Competi-




Network Executive Agency 
(TEN-T EA)
Zsófia	SZILVÁSSY Zsofia.Szilvassy@ec.europa.eu
European Banking Authority 
(EBA)
Joseph	MIFSUD Joseph.MIFSUD@eba.europa.eu




European Research Council 
Executive Agency (ERCEA)
Nadine	KOLLOCZEK Nadine.Kolloczek@ec.europa.eu
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•	 ORGANISATION •	 NAME •	 E-MAIL
Fusion for Energy Radoslav	HANAK Radoslav.Hanak@f4e.europa.eu
SESAR Joint Undertaking Daniella	PAVKOVIC Daniella.Pavkovic@sesarju.eu
ARTEMIS Joint Undertaking Anne	SALAÜN Anne.Salaun@artemis-ju.
europa.eu
Clean Sky Joint Undertaking Silvia	POLIDORI Silvia.Polidori@cleansky.eu
Innovative Medecines Initiative 
(IMI)
Estefania	RIBEIRO Estefania.Ribeiro@imi.europa.eu
Fuel Cells & Hydrogen Joint 
Undertaking
Nicolas	BRAHY Nicolas.Brahy@fch.europa.eu
European Insurance and Occu-




Collège européen de police 
(CEPOL)
Leelo	KILG leelo.kilg@cepol.europa.eu
European Institute of Innova-
tion and Technology (EIT)
Roberta	MAGGIO roberta.maggio@eit.europa.eu
European Defence Agency (EDA) Alain-Pierre	LOUIS alain-pierre.louis@eda.europa.eu
ENIAC Joint Undertaking Marc	JEUNIAUX Marc.Jeuniaux@eniac.europa.eu
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Annex E — List of prior check 
opinions





















Interventions of the Chambre d’écoute in the 






Procédure relative aux commissions 
d’invalidité - Cour de Justice
Avis	du	15	décembre	2011	sur	la	notification	d’un	
contrôle	préalable	à propos	du	dossier	“Procédure	
relative	 aux	 commissions	 d’invalidité”	 (Dossier	
2011-0655)


















pean	 Research	Council	 Executive	Agency	 (Case	
2011-0955/0956/0963)
Staff evaluation procedures - Trans-European 





Procedure for early retirement without 





Transmission of inspection reports - CFCA
Joint	opinion	of	30	November	2011	on	two	notifica-
tions	for	Prior	Checking	concerning	the	“Transmis-





Procurement procedures and related 
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E-recruitment for the Graduate Recruitment 










Groups/Task	 Forces	 of	 the	 European	 Railway	
Agency	in	the	fields	of	Railway	Safety	and	Railway	
Interoperability	(Joint	Cases	2011-0667/0668)
Evaluation and grants management - ERCEA
Opinion	of	21	November	2011	on	the	notification	for	
prior	checking	concerning	proposals	evaluation	and	
grants	 management	 at	 the	 European	 Research	
Council	Executive	Agency	(ERCEA)	(Case	2011-0845)
Recruitment of staff and selection and 




ment	 of	 staff	 and	 selection	 and	 recruitment	 of	
trainees,	Fuel	Cells	Hydrogen	Joint	Undertaking	
(FCH	JU)	(Cases	2011-	0833/0834)
Procédures de sélection des agents 





Video-surveillance system - ECHA
Letter	of	25	October	2011	on	notification	for	prior	
checking	on	the	video-surveillance	system	at	the	
European	 Chemicals	 Agency	 (ECHA)	 (Case	
2011-0012)
“Return to Work” policy - EU-OSHA
Opinion	of	24	October	2011	on	a notification	for	
prior	 checking	 regarding	 the	 policy	 “Return	 to	
Work”	 at	 the	 European	 Agency	 for	 Safety	 and	
Health	at	Work	(EU-OSHA)	(Case	2011-0752)






Recrutement du personnel - Cour de justice
Lettre	du	21	octobre	2011	sur	la	notification	d’un	
contrôle	 préalable	 des	 traitements	 de	 données	
relatifs	au	“recrutement	du	personnel”	au	Cour	de	
justice	de	l’Union	européenne	(Dossier	2011-0388)





Virtual Operational Cooperation Unit, the 
Mutual Assistance Broker, and the Customs 






Selection of participants to (internal/external) 





Internal mobility of staff members - EACEA
Opinion	of	17	October	2011	on	the	notification	for	








Selection procedure for the position of 




Board	 of	 the	 European	 Food	 Safety	 Authority	
(EFSA)”	(Case	2011-0575)
Selection and recruitment of SNEs, trainees 
and temporary staff - Eurofound
Opinion	of	27	September	2011	on	a notification	for	
prior	checking	on	the	selection	and	recruitment	of	
SNEs,	 trainees	 and	 temporary	 staf f	 (Cases	
2011-0645/0646/0647)
























Administrative inquiries and disciplinary 



















with	 ‘Seconded	 National	 Experts’	 (SNEs)	 (Case	
2011-0557)





Selection procedure for temporary agents
Opinion	of	29	July	2011	on	a notification	for	prior	
checking	on	the	processing	operations	related	to	
the	 selection	 procedure	 for	 temporary	 agents	
organised	by	 the	European	Commission	 (EC)	 for	
“posts	other	than	supervision	and	advice	without	
EPSO	concours”	(Case	2011-0559)
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Executive Committee and the Technical 






Panel	 of	 the	 Fusion	 for	 Energy	 (Joint	 Cases	
2011-0363/0364)
Fingerprint recognition study of children 





Management of the European Parliament’s 
Crèches in Brussels
Opinion	of	25	July	2011	on	the	notification	for	prior	






Processing of administrative inquiries and 
disciplinary proceedings - EASA
Letter	of	13	July	2011	on	the	notification	for	prior	
checking	concerning	the	processing	of	administra-




















Quality Management System and ex-post 










Selection procedure of SNEs - JRC
Opinion	of	30	May	2011	on	the	notification	for	prior	
checking	 regarding	 the	 “Selection	procedure	of	
SNEs	at	JRC”	(Case	2008-0141)





Certification procedure - CPVO
Opinion	of	19	May	2011	on	the	notification	for	prior	
checking	concerning	the	certification	procedure	at	
the	 Community	 Plant	 Variety	 Off ice	 (Case	
2011-0055)





Procurement procedures - EACEA
Opinion	of	29	April	 2011	on	 the	notification	 for	
prior	 checking	 concerning	procurement	 proce-
dures	 at	 the	Education	Audiovisual	 and	Culture	
Executive	Agency	(EACEA)	(Case	2011-0135)
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Grant and procurement award procedures 
including call for expression of interest - EEA
Opinion	of	18	April	2011	on	the	notification	for	prior	
checking	 concerning	 ‘Grant	 and	 procurement	
award	procedures	including	call	for	expression	of	
interest’	 at	 the	 European	 Environment	 Agency	
(Case	2011-0103)
Selection of the members of the European 







“Anti-harassment policy and the setting up 
of an interagency network of confidential 







Selection and recruitment of officials, 
temporary and contracts agent - F4E
Letter	of	7	April	 2011	on	a notification	 for	prior	
checking	concerning	selection	and	recruitment	of	
officials,	 temporary	 and	 contracts	 agent	 at	 the	
Fusion	for	Energy	(F4E)	(Case	2010-0454)
“Management of leave” and “Management of 
Leave on Personal Grounds and Unpaid Leave” 
- CPVO
Joint	opinion	of	28	March	2011	on	two	notifications	
for	 prior	 checking	 concerning	 “Management	of	
leave”	 and	 “Management	 of	 Leave	 on	 Personal	
Grounds	 and	Unpaid	 Leave”	 at	 the	 Community	
Plant	Variety	Office	(CPVO)	(Cases	2010-0073/0075)
Selection and Appointment of members of 
EFSA’s Scientific Committee and Panels - EFSA
Opinion	of	21	March	2011	on	the	notification	for	
prior	 checking	 regarding	 the	 “Selection	 and	
Appointment	of	members	of	EFSA’s	Scientific	Com-
mittee	and	Panels”	(Case	2010-0980)
Management of Recruitment Files for 
Temporary Agents - JRC
Opinion	of	9	March	2011	on	a notification	for	prior	
checking	regarding	the	Management	of	Recruit-
ment	 Files	 for	 Temporary	 Agents	 at	 the	 Joint	
Research	Centre	(JRC)	(Case	2008-0143)





Processing of data in connection with the 





CRIS-Follow up of experts availability in FWC 
assignment - EC
Opinion	of	23	February	2011	on	a notification	for	
prior	 checking	 regarding	 “CRIS-Follow	 up	 of	
experts	 availability	 in	 FWC	 assignment”	 (Case	
2010-0465)
Processing of health data in the workplace
Opinion	of	11	February	2011	on	notifications	 for	
prior	 checking	 concerning	 the	 “processing	 of	
health	data	in	the	workplace”	(Case	2010-0071)
Processing operations “Listening Points/
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Annex F — List of opinions 
and formal comments on 
legislative proposals
Opinions	on	legislative	proposals
Common Agricultural Policy after 2013
Opinion	of	14	December	2011	on	the	legal	propos-
als	for	the	Common	Agricultural	Policy	after	2013
Use and transfer of Passenger Name Records to 













Community control system for ensuring 
















European Account Preservation Order















Recording equipment in road transport
Opinion	of	 5	October	 2011	on	 the	proposal	 for	
a Regulation	of	the	European	Parliament	and	of	the	



























Technical requirements for credit transfers and 
direct debits in euros
Opinion	of	23	June	2011	on	the	Proposal	for	a Reg-
ulation	 of	 the	 European	 Parliament	 and	 of	 the	
Council	 establishing	 technical	 requirements	 for	
credit	 transfers	 and	 direct	 debits	 in	 euros	 and	
amending	Regulation	(EC)	No	924/2009












Evaluation report from the Commission to the 
Council and the European Parliament on the 


















OTC derivatives, central counterparties and 
trade repositories
Opinion	of	19	April	2011	on	the	proposal	for	a Regu-
lation	 of	 the	 European	 Parliament	 and	 of	 the	
Council	on	OTC	derivatives,	central	counterparties	
and	trade	repositories
Financial rules applicable to the annual budget 
of the Union
Opinion	of	15	April	2011	on	the	proposal	for	a Reg-
ulation	 of	 the	 European	 Parliament	 and	 of	 the	







Turbine (TrUsted Revocable Biometric IdeNtitiEs)
Opinion	of	1	February	2011	on	a research	project	
funded	by	the	European	Union	under	the	Seventh	
Framework	 Programme	 (FP7)	 for	 Research	 and	
Technology	Development	-	Turbine	(TrUsted	Revo-
cable	Biometric	IdeNtitiEs)
Comprehensive approach on personal data 















Implementation of the harmonised EU-wide 
in-vehicle emergency call (“eCall”)
EDPS	 comments	 of	 12	 December	 2011	 on	 the	
Commission	Recommendation	and	the	accompa-
nying	impact	assessment	on	the	implementation	




EDPS comments on various legislative 
proposals concerning certain restrictive 



















“A	 European	 terrorist	 finance	 tracking	 system:	
Available	options”
Towards an EU Criminal Policy: Ensuring the 













Commentaires du CEPD sur la compétence 
judiciaire, la reconnaissance et l’exécution des 

















Various legislative proposals concerning certain 
restrictive measures, with regard to Iran, in the 
Republic of Guinea-Bissau, in Côte d’Ivoire, in 







Annex G — Speeches by the 
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Annex H — Composition of EDPS Secretariat
The	EDPS	and	Assistant	EDPS	with	most	of	their	staff.
Director, Head of Secretariat
Christopher	DOCKSEY
116
• Supervision and Enforcement
Sophie	LOUVEAUX	



























Supervision and Enforcement Assistant
Dario	ROSSI	
Supervision and Enforcement Assistant 
Accounting Correspondent 
External Data Warehouse Manager (EDWM)
Galina	SAMARAS	









Coordinator for Large Scale IT Systems and 
Border Policy
Herke	KRANENBORG	
Coordinator for Court Proceedings
Anne-Christine	LACOSTE	






















Policy and Consultation Assistant
Alfonso	SCIROCCO	(*)	
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Acting Head of Sector
Agnieszka	NYKA	
Information and Communication Assistant
Benoît	PIRONET	
Web Developer Contractor




Finance and Accounting Assistant
Anne	LEVÊCQUE	



































Priced subscriptions (e.g. annual series of the Official Journal of the European 








The European guardian 
of personal data protection
www.edps.europa.eu
European Data
Protection Supervisor
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